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Abstract. Despite various solutions to the security problems in an RFID
system, most are unable to fully support all the security requirements.
Plus, when designing a viable RFID system, account should also be taken
of the computational load on the back-end database and restricted ca-
pacity of a tag. Accordingly, an efficient RFID protocol is proposed to
reduce the computational load on both the back-end database and the
tags, while also guaranteeing most security requirements for RFID wire-
less communication, including untraceability, authentication, and robust-
ness against replay and spoofing attacks. Plus, in the case of desynchro-
nization resulting from communication failure or malicious attack, the
proposed scheme can recover synchronization between the database and
the tag.

Keywords: RFID system, Mutual authentication, Privacy, Traceability,
Desynchronization attack.

1 Introduction

Radio Frequency Identification (RFID) systems, a new form of automatic iden-
tification technology involving the use of small devices called RFID tags, are
expected to replace optical barcodes due to several important advantages, in-
cluding a low cost, small size, quick identification, and invisible implementation
within objects. An RFID system consists of RFID tags, an RFID reader, and a
back-end database. Yet, since the RFID reader communicates with the tags using
RF signals, existing RFID protocols still suffer from various weaknesses, includ-
ing location privacy, authentication, and resynchronization between two entities.
One solution to protect tags from attack is mutual authentication between the
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tag and the reader. Thus, a lightweight authentication protocol is needed that
takes account of the tag’s design limitations, restricted implementation cost, and
back-end server’s capacity.

Several studies have already attempted to resolve the authentication problem
between the tag and the reader using physical technologies, including the ‘Kill
command’ [12], ‘Active jamming’ [5], and ‘Blocker tag’ [5] approaches. Then, in
2004, Weis et al. [10-12] proposed a hash-lock protocol and randomized hash-
lock protocol as cryptographic solutions. In another approach based on a hash
function, Henrici and Miiller [3] proposed an I D variation protocol. While this
protocol is secure against a replay attack, as the identity of a tag is renewed
in each session, location privacy is still compromised, since the tag’s response
remains constant until the next authentication session when desynchronization
occurs [9]. Ohkubo et al. [8] also proposed a hash chain-based authentication
protocol in which the reader sends a query using two different hash functions.
However, this scheme is still vulnerable to a replay attack and spoofing at-
tack, and imposes a heavy burden on the back-end database to authenticate the
tag. Rhee et al. [9] proposed a challenge-response authentication protocol based
on a hash function that is robust against a spoofing attack and replay attack,
plus location privacy is also guaranteed. However, the computational load on
the back-end database is still heavy when authenticating a tag. The RFID mu-
tual authentication scheme based on synchronized secret information presented
by Lee et al. [6] also requires many computational operations in the back-end
database. Thus, in 2005, Lee et al. [7] proposed a low-cost RFID authentication
scheme in which a tag and the back-end database only perform two one-way
hash operations. Yet, this scheme is also vulnerable to a spoofing attack and
location-tracing attack when desynchronization occurs. Recently, Dimitriou [2]
proposed a lightweight RFID authentication protocol that enforces user privacy
and protects against cloning. However, there is no method for recovering syn-
chronization when a state of desynchronization occurs, where one tag blocks any
further tag functionality.

Accordingly, this paper proposes a lightweight and resynchronous mutual au-
thentication protocol (LRMAP) for an RFID system. When a desynchronization
problem arises between the back-end database and a tag due to communication
failure or a malicious attack, the proposed scheme stays robust and recovers the
synchronization. In addition, the computational load on the back-end system is
efficient, as a different I D searching method is applied according to the state
of the previous session. Moreover, the proposed protocol is secure against loca-
tion tracing, a replay attack, and spoofing attack, plus mutual authentication is
guaranteed between the back-end database and an RFID tag.

2 RFID System

2.1 Composition of RFID System

An RFID system typically consists of three elements, such as RFID tags, (transpon-
ders), the RFID reader (transceiver), and back-end database (Back-end server).



— RFID tag. An RFID tag generally consists of a microchip for computing
and a coupling element, such as an antenna, for wireless communication. A
passive RFID tag does not possess an on-board power source, but is pow-
ered by the electromagnetic waves from the reader. Meanwhile, an active tag
contains an on-board power source, such as a battery. In addition, the tags
are categorized into several types according to their physical characteristics
and application [1].

— RFID reader. The RFID reader interrogates the tags through an RF in-
terface, then transmits the collected data to back-end database. The reader
can also read and write the tag data. The channel from the reader to a tag,
referred to as the forward channel, is insecure, as it is based on an air inter-
face. Similarly, the channel from a tag to the reader, known as the backward
channel, is also insecure.

— Back-end database. The back-end database receives data from the reader
and provides certain services to a specific tag, such as product and prices
information etc. The communication between the reader and the database
is considered as a secure channel.

2.2 Security Requirements for RFID System

Since the communication between the reader and a tag is performed using an air
interface, the communicated data can easily be tapped by an attacker. Therefore,
various requirements are needed for a secure RFID protocol, as identified in
previous literature [4, 6, 10].

— Eavesdropping. An attacker can eavesdrop messages between the reader
and tags due to wireless communication, then use secret information or use-
ful messages to perform various enhanced attacks, such as a replay attack or
spoofing attack. Therefore, an RFID system should be designed to protect
against the leakage of secret information.

— Spoofing. An adversary sends a malicious query to a targeted tag, then col-
lects the response messages emitted by the tag. Thereafter, the attacker can
impersonate the reader using the messages collected from the tag. On the
other hand, an adversary can reply to the reader’s query by impersonating
a tag.

— Location tracking. The adversary seeks information on a tag’s location
track information. Thus, for perfect location privacy, an RFID system should
satisfy both indistinguishability and forward security, where the former means
that the values emitted by one tag should not be distinguishable from the
values emitted by other tags, while the latter means even if an attacker ob-
tains the secret data stored in a tag, the location of the tag can not be traced
back using previous known messages, i.e., disclosed data or communication



information.

— Message Interrupt. The communication messages between the tags and
the reader can be interrupted when an attacker tries to block the service. As
a result, a message interrupt attack can create a state of desynchronization
between the tag and the back-end database, due to an abnormal closing of
a session, message blocking, or different I D updating of two entities within
one session.

3 Related Work

3.1 ID Variation Protocol

Henrici and Miiller [3] proposed an ID variation protocol that changes the iden-
tity of a tag in each session. Although this protocol is secure against a replay
attack, as the ID of a tag is refreshed in each session by a random number,
a spoofing attack can be applied, where an attacker impersonates the reader.
Meanwhile, for location tracking, the attacker does not transmit the last mes-
sage of the protocol, then since the tag then thinks that the information is lost,
it does not update its ID [9]. As a result, the protocol has a database desyn-
chronization problem. If the I D of a tag is desynchronized, the tag can be easily
traced, as one of emitted values of the tag H(ID) will be identical, thereby com-
promising the location privacy. This is called a desynchronization attack in
which the attacker traces the tag’s location using successive desynchronizations.

3.2 Challenge-Response-based Authentication Protocol

Rhee et al. [9] proposed a challenge-response authentication protocol based on
a hash function. This scheme is robust against a spoofing attack and replay
attack. In addition, location privacy is guaranteed, as the tag transmits a differ-
ent response in each session using a random number received from the reader.
Nonetheless, the scheme is inefficient in terms of the computational load, as
the back-end database is required to perform an I D search to find the specific
information related to the tag requesting authentication.

3.3 Low-Cost Authentication Protocol : LCAP

Lee et al. [7] proposed a low-cost authentication protocol, LCAP, that only in-
volves two one-way hash function operations in a tag, making it quite efficient.
Although location privacy is supposedly guaranteed, the scheme is still vulnera-
ble to location tracing, as a tag will respond to the same H(ID) in the case the
last message from reader is not received due to a message interrupt. Therefore,
this protocol is vulnerable to location tracing using successive desynchronization
attacks.



3.4 Lightweight Challenge-Response Protocol

Recently, Dimitriou [2] proposed a lightweight RFID authentication protocol
that enforces user privacy and protects against cloning. However, an attacker
can still block the final message transmitted from the reader to the tag. In
the resulting state of desynchronization, the tag and back-end database update
using different keys, thereby blocking any further tag functionality. In addition,
an attacker can trace a tag by repeatedly sending a query from the reader. As
a tag will respond with the same message H(ID;) in which ID; is fixed in a
desynchronized session, the tag cannot satisfy indistinguishability.

4 Proposed Authentication Protocol: LRMAP

This section presents the proposed lightweight and resynchronous mutual au-
thentication protocol (LRMAP) for an RFID system.
4.1 Notations

The following notations are used for the entities and computational operations
to simplify the description.

T : RFID tag or transponder

R : RFID reader or transceiver

DB : back-end database or back-end server
1D : identity of a tag, L bits

HID :hashed value of ID, L bits

PID : previous identity of a tag used in previous session, L bits

TR : random number generated by reader R

ro : random number generated by tag T'

Query :request generated by R

SY NC : parameter used to check whether both T" and DB succeeded in I D
updating simultaneously or not, 1 bit

H()  :one-way hash function, H : {0,1}* — {0,1}!

L(m) :left half of input message m

R(m) :right half of input message m

[l : concatenation of two inputs

= : comparison of two inputs

4.2 System Model and Protocol

To define the model of the proposed lightweight and resynchronous mutual au-
thentication protocol (LRMAP), the RFID system consists of three entities,
the tag T, reader R, and back-end database DB. T emits P = H(ID) or
P = H(ID||rr) according to the state of SY NC' in response to a query from
R. That is, if T does not receive the last message from R due to a communi-
cation malfunction or the verification procedure fails due to a malicious attack,



the SYNC value is set as 1 and T responds with P = H(ID||rr) in the next
session. In the case the protocol finishes normally, the SY NC value becomes 0
and T transmits P = H(ID) to R in the next session. DB manages the ID,
hashed values HID, and PID for each T in the database field. According to
the state of the previous session, i.e., the value P received from 7', DB finds I D
for the current session or PID used for the previous session by comparing the
received P with the HID and PID in the database field. It is assumed that the
communication channel between R and DB is secure, while the communication
channel between R and T is insecure. Fig. 1 shows the process of the proposed
LRMAP, and the following gives a detailed description of each step:

Database Reader Tag
Database field Tag field
[ID][HID][PID] [ID][SYNC]

LU TR, H(SYNC £ 0)P = H(ID)
else P = H(ID|[rr)
Q = H(ID||rr||rr)

P,L(Q),rT,"R P,L(Q),rr SYNC =1

If(P £ HID)PID = ID
else if(P = H(ID||rr)
PID = ID
else if(P = H(PID|rr)
PID = PID
else halt
Q' = H(PID|rr|rr)
? R(Q' R(Q' ?
L(@Q) £ L(Q) RO — L H(RQ) £ RQ) {
ID = H(PID|rg) ID = H(ID|rr)
HID = H(ID) SYNC =0}

Fig. 1. The proposed lightweight and resynchronous mutual authentication protocol.

1. R chooses a random number 7 and broadcasts it to T" with a Query.

2. T selects a random number 7 and computes P differently according to the
state of SY NC'. That is, if the SY NC value is 0, then P = H(ID), otherwise
T computes P = H(ID||ry) using rr generated by itself. It then computes
Q = H(ID||rr||rr) and sets the SYNC field as 1. T' transmits P, L(Q) and
rp to R in response to the Query, where L(Q) is the left half of Q.

3. R forwards the message P, L(Q) and rp received from T to DB together
with rp generated by itself in step 1.

4. DB firstly compares the received P = H(ID) with the HID values saved in
the database. If the values match, DB regards the ID as the identity of T
requesting authentication. This is a general case when the previous session is
closed normally. If DB cannot find the HID in the first searching case then



it secondly computes H(ID|rr) value with the received rp and compares it
with P. If the tag’s response messages were blocked in the previous session,
that is, the SY NC' value will be 1 and two IDs in the DB and tag will
not be updated, then the DB finds a match with the I D of T in the second
searching case. However, if DB cannot find the 1D of tag in above two cases,
then it thirdly computes H(PID||ry) value and compares it with P. The
DB finds a match with the PID of T' when the reader’s last messages were
blocked in the previous session, that is, the SY NC value will be 1 and DB
will update the I D, yet the tag’s I D will not be updated. Unfortunately, if
DB cannot find the identity of T in above three cases, it halts the searching
of ID and can order R to query again in order to restart the process from
the first step. If DB finds the ID or PID in three searching cases, then it
computes Q' = H(PID||rr|rg) *and verifies that the following equation is
satisfied: )

L(Q") = L(Q). 1)
If equation (1) is satisfied, DB computes R(Q’), transmits it to R, and up-
dates the HID for the next session. That is, it computes ID = H(PID|rg)
and updates the HID = H(ID).
R delivers the message R(Q’) received from DB to T.
6. To verify the correctness of R(Q'), T tests the following equation:

R(Q) = R(Q), (2)

where R(Q) is the right half of Q@ = H(ID||rr|lrr) computed by itself in
step 1. If equation (2) is correct, T updates the identity as ID = H(ID||rg),
then sets the SY NC' value at 0.

o

?

5 Analysis

5.1 Security

The security of the proposed LRMAP was evaluated against the threats de-
scribed in Section 2.

— Eavesdropping. To obtain secret information from a tag, an adversary must
be able to guess the 1D after collecting the communication messages. How-
ever, an adversary cannot extract the ID from the H(ID) or H(ID||rr) due
to the security property of a one-way hash function. Otherwise, the adver-
sary has to compute a correct string L(Q) from a known rr and rg, which is
also hard due to their one-way property. A replay attack cannot compromise
the proposed protocol, as the H(ID) or H(ID||rr) is refreshed by updating
the ID or including a random number 77 in each session. Therefore, the
proposed LRMAP can defeat a replay attack due to the freshness of the
communication messages

! Since ID is updated into PID after finding ID from HID, Q' = H(PID|rr|rg) is
computed regardless of PID or ID.



— Spoofing. Here, an adversary collects a tag’s response, then tries a spoof-
ing attack to impersonate a legitimate tag. However, an adversary cannot
compute the hashed messages P and L(Q) without knowing the ID value.
Meanwhile, to impersonate as the reader, an adversary must transmit the
correct R(Q). This is also impossible, because an adversary cannot compute
@ without knowing the I D. Thus, it is impossible to impersonate a tag or
the reader using a spoofing attack.

— Location tracking. The proposed protocol guarantees location privacy by
refreshing the ID in the tag and back-end database for each session. After
the successful authentication is finished in the previous session, the SY NC
value is set at 0. Thus, indistinguishability is satisfied with a one-way hash
function in which the input of the previous session is refreshed. In contrast,
if the previous session is not closed normally, the SY NC value is set at 1.
Here, indistinguishability is also satisfied using a one-way hash function, as
the input is refreshed by a random number r7. That is, the value P transmit-
ted from the tag is not H(ID) but H(ID|rr). As regards forward security,
this assumes that an attacker can obtain a tag’s correct I D at some point.
However, no previous I D can be extracted due to the one-way property of a
hash function. That is, it is impossible to recover the ID from H(ID|rg),
making it impossible for an attacker to trace the location of a tag backwards.
Unfortunately, this protocol may be impossible to satisfy forward security
while successive desynchronizations are occurred. An adversary can collect
the communication messages and continuously make last massage R(Q’) in-
valid up to the time obtaining a target secret I D. After obtaining the secret
ID of tag, the adversary may make it possible to trace the some past his-
tories of T" while I D of tag was not changed because he knows the previous
P and rp. Therefore, LRMAP perfectly satisfies the forward security prop-
erty from setup time to the latest point occurred a successful authentication.

— Message Interrupt. In the first case, it is assumed that an adversary can
block the response messages transmitted from a tag, i.e., step 2 of LRMAP.
At this point, as the reader does not know of the tag’s existence, the SY NC
value for the tag is set at 1, plus, if the tag does not receive a response from
the reader within a predefined time, the tag sends H(ID||rr) as a response
to a query from the reader in the next session. Nonetheless, the two entities
T and DB can still recover the synchronization by finding the current ID
in the back-end database. In the second case, if an attacker blocks the last
messages transmitted from the reader, the DB already knows of the tag’s
existence and updates the ID value, while the SYNC' value for the tag
is set at 1. Therefore, when a tag sends H(ID||rr) as the response in the
next desynchronized session, the two entities can recover the synchronization
based on finding the PID in the back-end database. Therefore, LRMAP can
be protected against messages loss due to an attacker in a wireless channel.



A security comparison with previous authentication protocols is shown in Table
1. The proposed LRMAP is secure against most attacks presented up to now,
including a replay attack, spoofing attack, location tracing attack, and desyn-
chronization attack.

Table 1. Comparison of security and efficiency

| Protocol | Henrici[3] | Rhee[9] [ Lee[7] | Dimitriou[2] [ LRMAP |

Replay attack O O (0] (@) (0]
Spoofing attack X (0] X O O
Indistinguishability X (0] X X (0]
Forward security A X X A A
Resynchronization O (0] (0] X O
1D refreshment (0] X O (0] (0]
Comp.(hash # of DB) 3 m/24+2| 2 4 3*
Comp.(hash # of tag) 3 2 2 4 3

Storage of D B(bits) 8L -m L-m |6L-m 2L-m 3L-m

Storage of tag(bits) 3L 1L 1L 1L 1L +1

* . 'm + 3 to recover the synchronization on average
O : secure or support, A : partially secure X : insecure or not support,
m : the number of IDs

5.2 Efficiency

When evaluating the computational load and storage cost for the two entities, as
shown in Table 1, the LRMAP exhibited a remarkable improvement in the com-
putational cost for the DB. Even though the challenge-response-based protocol
[9] satisfies most security items, except forward security, its critical disadvantage
is that the DB is required to performs m/2 + 2 hash operations to authenticate
a tag. In contrast, the proposed protocol only requires 3 hash operations in the
DB and tag, respectively, even though m is large. In the case of desynchroniza-
tion, the correct ID or PID can be found based on an average of m/2 + 3 or
m+m/2+ 3 hash operations. So we can say that the recovery time in desynchro-
nization state is m + 3 operations on average. However, since desynchronization
of a tag is a special and unusual state, the normal synchronization state only
requires 3 hash operations.

With the proposed protocol, the storage size of the DB is 3L % m, where L
is the length of an I'D or hashed value and m is the number of I Ds. Plus, a tag
needs (L + 1)-bits of memory to store an ID and the SY NC value. The length
of the total message transmitted from a tag to the reader is 2.5L, while that
from the reader to a tag is 1.5L, except for a Query. Therefore, the LRMAP
is suitable for an RFID systems with limited memory space and computational
power.



6 Conclusion

A lightweight and resynchronous mutual authentication protocol (LRMAP) was
proposed to protect an RFID system against existing attacks. The proposed
protocol guarantees untraceability, authentication, and robustness against replay
and spoofing attacks. Furthermore, even though the protocol can fall into a
desynchronized state as a result of a malicious attacker, synchronization between
the database and a tag can be recovered in the next session. As the regards the
computational cost, the LRMAP is designed to reduce the computational load on
both the back-end database and the tags. Consequently, the proposed scheme
can be used in low-cost RFID systems, as in a normal state, the correct 1D
is found using a comparison of the transmitted hash message with the hashed
values in the DB.
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